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Abstract:
Prior research indicates that fear of crime may lessen a person’s quality of life by leading them to avoid participating in social activ-
ities. The current study explores the relationship between fear of online victimization and participants’ levels of engagement with 
social networking services (SNS). Using data from a survey of 1,000 adolescents and adults aged 14 to 59 years, the direct relationship 
between the level of engagement on SNS and fear of online victimization and the indirect relationship through prior victimization 
were assessed. Findings show that the direct effect of the level of engagement on SNS on victimization experience was significant. In 
addition, the relationship between the level of engagement and the fear of victimization on SNS was significantly mediated through 
prior victimization experiences on SNS. These findings support the hypothesis that greater exposure on SNS increases online victim-
ization, leading to a greater fear of victimization on SNS. Considering the large role SNS play in social activities and relationships, the 
findings are important for understanding how victimization impacts fear and may help inform policymakers how to help people stay 
engaged freely in socializing in a safer online environment.
Introduction
      For the last two decades, social media sites have changed the way people build social networks and re-
lationships with others, no longer limiting them to meeting people in person. This phenomenon marks a sig-
nificant change in people’s routine activities. Communicating through accounts on social networking sites 
(SNS) is a new type of social activity that allows people to connect with users who share similar personal 
or career interests, social activities, and backgrounds (Gao et al., 2010). A recent report revealed that more 
than half, 54 percent, of the world’s population is active on SNS—a number that grew by 13.2 percent (or 
490 million) between January 2020 and January 2021 (Kemp, 2021). In particular, 72.3 percent of the U.S. 
population was active on SNS, while 89.3 percent of the population in South Korea, from which data for the 
current study were gathered, was active on SNS in January 2021 (Kemp, 2021). SNS became popular in 
1999 among South Koreans with the introduction of Cyworld, an SNS platform in South Korea, which more 
than half or 26 million of South Korea’s population used (Hwang, 2011). Since 2019, Facebook has account-
ed for 29.1 percent of South Korea’s market share, followed by Instagram (27.9 percent), YouTube (18.8 per-
cent), and Twitter (3.8 percent) (Kwon, 2019).
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 As the popularity of SNS increases, various concerns regarding their use have emerged. One of the 
most significant issues is the indiscriminate exposure to crime and victimization. Cybercrimes include tra-
ditional crimes such as bullying, stalking, economic fraud, and identity theft committed in the virtual en-
vironment, as well as new types of crimes such as malware attacks, hacking, and fishing. Several studies 
have examined various forms of cybercrimes involving SNS, including cyberbullying (Brochado et al., 2017; 
Ryu, 2020), cyber-sexual harassment, cyber defamation (Marwick & Miller, 2014), and cyber-imperson-
ation (Choi & Lee, 2017; Mann, 2009). Although estimates vary on the extent of victimization, research sug-
gests that it is widespread. In their review of 159 studies on the prevalence of cyberbullying, Brochado et 
al. (2017) found that overall victimization prevalence varied from one percent to 61.1 percent. More specifi-
cally, among South Korean users, 52.4 percent of males and 44.3 percent of females reported that they were 
victims of cyberbullying in 2019 (Ryu, 2020). Interpersonal violence offenses, such as cyber-sexual harass-
ment and cyber-impersonation, have also become increasingly problematic, especially among college stu-
dents (Choi & Lee, 2017).
 While victimization in cyberspace is a relatively new area of criminological research, the fear of crime 
has long been the subject of research on crime (Choi et al., 2021). Researchers have identified several risk 
factors associated with the fear of crime, including neighborhood characteristics (Brunton-Smith & Sturgis, 
2011; Gainey et al., 2011), economic inequality and lack of investment in education and social protection 
(Vieno et al., 2013), and more recently, the consumption of social media (Intravia et al., 2017). In addition 
to ecological risk factors, studies have also considered exposure to victimization risk as a predictor of fear of 
crime. Findings suggest that exposure to risk as measured by victimization rates (Stafford & Galle, 1984) 
or experiencing victimization (Gainey et al., 2011) is associated with greater levels of fear of crime. Simi-
larly, research on adolescents and bullying concluded that a bullying experience increased the odds of fear 
of being bullied at school and the magnitude of fear was greater than for individuals who had not been vic-
timized (Bachman et al., 2011). Sironi & Bonazzi (2016) also found significant effects of being a victim of a 
burglary or assault within the last five years on lowering the level of perceived safety. A recent study com-
paring U.S. and Canadian college students’ fear of crime, stalking, and sexual victimization significantly in-
creased the odds of feeling unsafe on campus and in the community (Daigle et al., 2021).
 While previous studies seem to support the impact of victimization experience on the fear of crime, 
some studies suggest the relationship may be more complicated. For example, Rengifo and Bolton (2012) 
found that greater exposure to public settings, which is a product of individuals’ calculations of avoiding 
risky areas, lowered their fear of crime. Grubb and Bouffard’s (2015) study of sexual victimization found 
that victimization as an adolescent did not impact the fear of crime as an adult. Research on fear of cyber-
crime, albeit limited, is also mixed. Some studies find support for the link between perceived risk of victim-
ization and fear of online interpersonal victimization (Henson et al., 2013), online scams (Yu, 2014), and 
victimization on SNS (i.e., Facebook) (Higgins et al., 2008). Henson and colleagues (2013) focused on sex-
ual solicitations, stalking, intimidation, and other forms of interpersonal violence from intimate partners, 
friends/acquaintances, and strangers. Perceived risk of victimization positively affected the fear of online 
victimization in all types of victim-offender relationships. Higgins et al. (2008) found that perceived risk 
predicts fear of online victimization through Facebook. Previous victimization experience has also been 
shown to increase fear of online victimization (Randa, 2013; Virtanen, 2017) and lead to avoidance behavior 
and feelings of reduced freedom in cyberspace (Brand & Wilsem, 2021). Randa (2013) investigated how pri-
or cyberbullying experience affects fear of victimization on SNS, online gaming sites, and online communi-
ties among youths ages 12-18. The results demonstrated a significant association between the victimization 
experience and greater fear of online victimization.
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 Other studies suggest that fear of crime depends on the type of crime or perhaps the age of study par-
ticipants. Yu (2014) found that perceived risk was a significant predictor of fear of online scams and cyber-
bullying but not computer viruses and digital piracy. Pereira et al. (2016) reported that only 8.7 percent of 
their sample of adolescents from Portugal who were harassed online repeatedly reported a greater fear than 
before the victimization.
 Considering the widespread use of SNS, associated changes in routine activities, and the increasing 
risk of online victimization, more research is needed to understand the fear of cybercrime victimization. Un-
derstanding the relationship between SNS and fear of crime is important as the results may provide direc-
tions for interventions that improve the safety of cyberspace for citizens. The current study seeks to fill the 
gap in research by measuring fear of cybercrime victimization among SNS users with a nationally repre-
sentative sample of South Korean residents. We focus on the exposure of risk and prior victimization as fac-
tors that lead to the fear of online victimization. The following section provides a discussion of routine activ-
ities theory, which provides the theoretical framework for our study of fear of online victimization. Next, we 




 Developed by Cohen and Felson (1979), routine activities theory postulated that crime could only occur 
when three elements converge in time and space— motivated offenders, suitable targets, and the absence of 
capable guardians. Unlike many criminological theories that focus on the number of motivated offenders or 
changes in the strength of their motivations, routine activities theory postulated that the criminal inclina-
tions of individuals are a given and that such inclinations do not directly lead to law-breaking activities (p. 
589). Individuals make decisions about whether to perform illegal behaviors based on social situations or 
the circumstances created by the routine activities of people in everyday life. According to Cohen and Fel-
son (1979), changes in crime rates may be explained in terms of the availability of targets and the absence 
of capable guardians. 
 Tests of routine activities theory have been applied to a wide range of crimes, including burglary, sexu-
al assault, larceny, drug dealing, and economic crimes, and has generally received strong empirical support 
(Felson & Eckert, 2019). Recent research has expanded the application of routine activities theory to oth-
er emerging forms of crime, including cybercrime, that are related to changes in the way we work, socialize 
with others, and spend leisure time. As previously discussed, the proliferation of SNS has had a profound 
impact on our routine activities, especially as they relate to socializing with others. Moreover, online plat-
forms have emerged as a new “space” in which motivated offenders, suitable targets, and guardians con-
verge, making routine activities theory a suitable framework from which to study cybercrime. 
Routine Activities Theory and Cybercrime
 The fact that routine activities theory considered space, regardless of whether it meant terrestrial or 
virtual (Grabosky, 2001), has made it one of the most popular theories for explaining cybercrime. Although 
the “convergence of space and time,” is relatively disorganized in cyberspace, constructs of the elements 
of the routine activities theory have been acknowledged as continuous when adapted to cybercrime (Yar, 
2005). 
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 Accordingly, researchers have tested this approach to explain cybercrime and victimization in the virt- 
ual world since the late 2000s. Studies that focus mainly on the role of guardians in online victimization 
vary in their measures of guardianship; thus, it is difficult to compare findings across studies. However, the 
inconsistency in the effects of guardianship may also imply that the concept of guardianship from routine 
activities theory may need to be modified when applied to online victimization. For example, Choi (2008) ap-
plied routine activities theory to examine the online behaviors of college students and the actions they took 
to protect against online victimization. The study found that individuals who used a technically capable 
guardian as measured by antivirus software, antispyware software, or firewall software had a lower like-
lihood of computer virus victimization. In contrast, those who were involved in risky behavior (e.g., down-
loading content, using unidentified websites) on the internet significantly increased their likelihood of virus 
victimization.
 Other research has integrated online routine activities, such as online shopping, chatting, and bank-
ing, and measured guardianship as participants’ computer skills and antivirus software programs (Bossler 
& Holt, 2009). Bossler and Holt (2009) examined the association between the amount of time respondents 
spent engaged in routine activities online, the presence of guardianship (e.g., antivirus, spybot, ad-aware 
software, and one’s computer skills), and data loss from malware infections. The results showed that nei-
ther online routine activities nor protective measures were related to malware victimization and only par-
tial support for applying routine activities theory to cyber victimization. Similarly, in a study of adolescent 
online victimization, Marcum et al. (2010) found no significant protective effects of capable guardianship 
on victimization when the guardianship was measured as persons in the room while using a computer and 
monitoring software activated by parents.
 In addition to studies that emphasize the role that absence of guardians may play in online victimiza-
tion, other studies have focused on the routine activities that increase exposure to risk (Hindelang et al., 
1978). Although researchers employ different measures of exposure to risk depending on the type of vic-
timization under study, in general, findings suggest that increased exposure online is associated with high-
er levels of victimization. Using data from a telephone survey conducted in 2004, Pratt et al. (2010) found 
that the number of hours respondents spent online and making purchases online significantly increased 
the likelihood of becoming a victim of internet fraud. Hutchings and Hayes (2009) also reported results that 
support the routine activity perspective in their study of phishing crimes. They found that individuals with 
high levels of computer/internet experience or internet banking experience had a greater chance of online 
victimization. 
 A study by Marcum et al. (2010) operationalized the exposure to motivated offenders by constructing 
measures of general internet use—hours and days spent online (p. 387) and types of activities—using email, 
instant messaging, online chat rooms, and social networking websites (p. 388). The findings demonstrated 
that increased exposure to motivated offenders increased the likelihood of victimization (i.e., receipt of sex-
ually explicit material, receipt of non-sexual harassment, receipt of sexual solicitation). Similarly, a study 
using longitudinal data found that online shopping, participation in forums, and using SNS increased the 
risk of online threats (van Wilsem, 2011), while online shopping and visiting forums increased the risk of 
consumer fraud (van Wilsem, 2013). Another study examining cyberbullying among adolescents found that 
exposure to the crime was maximized when suitable targets used the internet frequently because they had 
more opportunities to provide their private information, such as photos or addresses (Mesch, 2009).
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 A study from Switzerland hypothesized that the frequency of activities performed online would repre-
sent the level of exposure to crime (Milani et al., 2020). The results demonstrated that regardless of crime 
type, people who regularly use the internet or SNS have a greater likelihood of victimization (Milani et al., 
2020).
 Lastly, another study defined the exposure to motivated offenders by measuring how often participants 
used dangerous sites, such as the dark web or online gambling sites, and how often they shared content and 
uploaded personal photos online (Mikkola et al., 2020). The researchers included all three elements from 
routine activities theory in their analysis and found frequent social media use was the only element signifi-
cantly associated with online victimization in all four targeted countries (i.e., United States, Finland, Spain, 
South Korea). In contrast, sharing or uploading on SNS was not significantly correlated with victimization 
except in Spain. The consistency in results of previous studies suggests that exposure to risk during routine 
activities may be a significant predictive factor in explaining online victimization.
 In sum, a number of studies have explored the relationship between the elements of routine activities 
theory and various forms of cybercrime. Although the theory has been popular among researchers studying 
online victimization, the results are somewhat mixed regarding the role of guardians and exposure to risk. 
In addition, there are some limitations to these studies that we seek to address. First, much of the research 
uses samples of college students and adolescents. Although internet use, particularly engagement with 
SNS, may be more prevalent among these age groups, internet use has become widespread across the popu-
lation (Pew Researcher Center, 2021). Second, most studies, with some exceptions, use samples from the U.S. 
population. As previously noted, half of the world’s population is active on SNS, and the rate of use among 
South Korean residents exceeds that of U.S. residents. Lastly, cybercrime researchers have not paid signifi-
cant attention to the role that fear of victimization may play among SNS users. We seek to fill these gaps by 
examining the relationship between fear of online victimization and participants’ levels of engagement with 
social networking services with data from a survey of 1,000 South Korean residents ages 14 to 59. The di-
rect relationship between the level of engagement on SNS and fear of online victimization and the indirect 
relationship through prior victimization were assessed.
Hypotheses and Focus of the Current Study
 In addition to the aforementioned limitations, there has been no detailed investigation on the interre-
lation between exposure to risk, personal victimization, and the fear of crime from the perspective of cyber-
crime. The current study aimed to explore whether there is a relationship between exposure to risk and the 
fear of cybercrime mediated by the victimization experience (see Figure 1). To address this research ques-
tion, three hypotheses were proposed: 1) greater exposure to risk in SNSs increases the fear of cybercrime; 2) 
personal victimization experiences increase the fear of cybercrime; and 3) personal victimization experienc-
es mediate the relationship between the level of exposure to risk and the fear of cybercrime.
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Figure 1. Structural Model
Methods
Data
 Data for this study were collected by the Korean Institute of Criminology from July 2013 to August 
2013 (Yoon & Park, 2014). Surveys were administered to 1,000 adolescents and adults who use at least 
one of four SNS sites (i.e., Facebook, Twitter, Kakao Story, Cyworld). The sites shared more than 90 per-
cent of the SNS market in South Korea. Two-stage proportionate quota sampling, weighted by district, gen-
der, and age population, was used to create a more representative sample. The gender ratio in the sam-
ple was relatively balanced (males: n = 510, 51.0%). The age range was 14 to 59 years, and the average 
age was 32.75 years (SD = 11.47). The highest percentage of the sample reported a high school diploma as 
their highest level of education (n = 441, 44.1%), and the most frequently reported average monthly income 
was ₩3,000,000 to ₩4,000,000, which corresponds to approximately 2,720 to 3,620 U.S. dollars (n = 331, 
33.1%).
Independent Variables
 Level of SNS Engagement was calculated as the number of open accounts respondents had with each 
SNS. Opening an account requires the user to provide personally identifying information to specific sites, 
thereby potentially exposing their information to others. When an individual opens multiple accounts, the 
information appears in various virtual spaces, leading to greater odds of being the target of criminal activ-
ity. As a result, the total number of SNS accounts indicates the individual’s level of exposure to risk of on-
line victimization. This is consistent with routine activities theory which suggests that proximity to moti-
vated offenders, in this case, “virtual” proximity, increases an individual’s exposure to risk as well as fear of 
victimization. Respondents had an average of 1.57 SNS accounts.
 Victimization Experiences on SNS. The survey asked respondents to indicate whether they had ex-
perienced victimization on any of the four SNS sites within the past year. This measure consisted of 12 
items:
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In the past year, someone using SNS has...
1) Repeatedly rejected me from friend requesting or joining groups.
2) Deceived me using fake advertisements that promise free giveaways or free coupons.
3) Deceived me using fake sites or links, causing me to suffer from personal information leaks.
4) Impersonated.
5) Used my personal information or photos.
6) Spread rumors or lies about me.
7) Defamed (without insults) and/or slandered me.
8) Insulted and/or threatened me.
9) Continuously sent me unwanted messages.
10) Continuously sent me messages, photos, and/or videos that made me scared or worried.
11) Continuously sent me obscene messages, photos, and/or videos. 
12) Asked for sex in return for money or compensation.
 The responses were rated with 1 (Yes) or 0 (No). The summed scores were used in the analysis, with 
higher scores indicating more frequent victimization in a given period. This measure demonstrated good in-
ternal consistency (α = .74). 
Dependent Variable
 Fear of Victimization on SNS. Respondents were asked to rate, using a 4-point Likert scale, how 
much they worry about victimization on the SNS sites. This measure included 12 items:
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I worry that...
1) My privacy may be compromised when using SNS.
2) I may be deceived by someone and lose money or things when using SNS. 
3) Someone may sexually harass me when using SNS. 
4) Someone I know on SNS may sexually harass me in real life.
5) Someone I know on SNS may defame me and/or insult me.
6) Someone may spread rumors and/or lies about me on SNS.
7) My personal information may be compromised when using SNS.
8) Someone may impersonate me on SNS.
9) Someone may deceive me and/or attack my phones and/or computers.
10) Someone I know on SNS may continuously send unwanted messages.
11) Someone may steal my money and/or things using my information exposed when using SNS.
12) Someone may break into my house using my information exposed when using SNS.
 The scale ranged from 0 (Not afraid at all) to 3 (Afraid a lot). The average score was used, with higher 
scores reflecting a greater fear of experiencing victimization on SNS sites. The items showed good internal 
consistency (α = .91).
Control Variables
 The study included gender, age, highest level of education, and monthly average income as control vari-
ables. Gender was categorized as 0 (Female) or 1 (Male). The ages of the respondents were added as a con-
tinuous variable (ages 14 through 59). The highest level of education was coded from 1 (Elementary school) 
to 5 (Beyond graduate) and 6 (Ineducation). The monthly average income was included as a categorical vari-
able, ranging from 1 (Less than ₩1,000,000) to 8 (More than ₩7,000,000). Descriptive statistics for the vari-
ables included in the multivariate analysis are shown in Table 1.
Table 1. Descriptive Statistics (N=1,000)
Variables Mean Std. Dev. Min Max
Gender (Male = 1) 0.51 0.50 0 1
Age             32.75             11.47 14 59
Highest Level of Education 3.57 1.05 1 6
Monthly Average Income 4.56 1.26 1 9
SNS Engagement 1.57 0.82 1 6
Victimization Experience 0.37 1.10 0 34
Fear of Victimization 1.09 0.50 0 2.83
Analytical Strategy
          This study employed an ordinary least squares (OLS) regression analysis based on the path analysis to 
examine the mediation model. OLS regression is appropriate because it conducts the mediation analysis si-
multaneously (Fairchild & MacKinnon, 2009). The independent variable, SNS engagement, and the medi-
ating variable, SNS victimization experience, are included in one model to examine mediating effects on the 
outcome variable. The mediation can be identified after confirming the direct association between the vari-
ables. We assessed the direct effects between 1) the level of engagement on SNS and victimization expe-
riences and 2) victimization experiences on SNS and fear of victimization on SNS. Next, we examined the 
indirect effects of the hypothesized model (Figure 1). The control variables were included in all of the analy-
ses. We used STATA to conduct the analyses.
Results
 The bivariate correlations between all the variables are presented in Table 2. The dependent variable, 
which was the fear of victimization on SNS, was positively correlated with the level of engagement on SNS (r 
= .094, p < .01) and victimization on SNS (r = .080, p < .05). However, it was negatively correlated with gen-
der (r = -.137, p < .01) and income (r = -.083, p < .01). The independent variable—the level of engagement on 
SNS—was positively correlated with victimization experiences (r = .170, p < .01). In contrast, age (r = -.239, 
p < .01) and education (r = -.080, p < .05) were negatively correlated with SNS engagement levels.
Table 2. Bivariate Correlations Matrix Among Variables (N=1,000)
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1 2 3 4 5 6 7
(1) Fear of Victimization 1
(2) SNS Engagement  .094** 1
(3) Gender    -.137**     .003 1
(4) Age    -.002    -.239**    -.016 1
(5) Education     .036    -.080*     .084**     .399** 1
(6) Income    -.083**     .046     .001 .026     .179** 1
(7) Victimization Experience    -.080*     .170** .077*    -.103**    -.012    -.012 1
Note: p< .05*, p< .01**
 Victimization experiences on SNSs and the fear of victimization on SNSs are known to be highly relat-
ed. To test for collinearity, we examined the variance inflation factor score; it did not exceed 1.00 (VIF=1.00). 
Thus, collinearity between these two variables was very low (Hair et al., 1995).
Mediating Effects of Victimization Experience on SNS
 Table 3 demonstrates the direct effect of the level of SNS engagement on victimization. The level of SN-
S engagement had a significant effect on victimization on SNS (β = .20, p < .001). The right column in Table 
3 further shows the direct effects of SNS engagement and victimization experiences on SNS on the fear of 
victimization on SNS. All three variables were examined in one model, and the level of engagement on SNS 
was positively associated with the fear of victimization on SNS (β = .68, p < .01). The direct effect of the lev-
el of SNS engagement on the fear of victimization, which was one of the key estimates calculating indirect 
effects, was also significant (β = .43, p < .05). The results of control variables regressed on fear of victimiza-
tion on SNS were as follows: gender (β = -1.82, p < .001), age (β = -.00, p > .05), education level (β = .42, p < 
.05), and income (β = -.48, p < .01).
Table 3. Direct Effects Model
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Direct Effects
Victimization Experience Fear of Victimization
β S.E. p [95% C.I.] β S.E. p [95% C.I.]
Victimization Experience .43 .18 .019 .07 .79
SNS Engagement .20 .04 .000 .12 .28 .68 .24 .004 .21 1.15
Gender .15 .07 .024 .02 .28 -1.82 .38 .000 -2.56 -1.07
Age -.01 .00 .013 -.01 .12 -.00 .02 .980 -.04 .04
Education .05 .03 .116 -.01 .12 .42 .20 .034 .03 .82
Income -.02 .03 .407 -.07 .03 -.48 .15 .002 -.78 -.18
 Finally, Table 4 shows the indirect effects of the hypothesized model. Victimization experiences on SNS 
were identified as a significant mediator between the level of engagement and the fear of victimization on 
SNS (β = .09, p < .05). The result equates to the product of the path coefficients between the independent 
variable and the mediator, and the second path coefficient between the dependent variable and the 
mediator.
Table 4. Indirect Effects Model
Indirect Effects
Fear of Victimization
β S.E. p [95% C.I.]
Victimization Experience
SNS Engagement .09 .04 .035 .01 .16
Gender .06 .04 .104 -.01 .14
Age -.00 .00 .089 -.01 .00
Education .02 .02 .192 -.01 .06
Income -.01 .01 .434 -.03 .01
Discussion
 Considering the widespread use of SNS in our routine activities of work, family, and leisure time, un-
derstanding the factors associated with fear of victimization is an important topic of research. This study 
examines the association between the level of engagement in SNS and fear of victimization using a rou-
tine activities theoretical framework. According to routine activities theory, crime occurs when motivat-
ed offenders and suitable targets converge in the absence of capable guardians. As our day-to-day activities 
change in response to advances in technology, our exposure to the risk of criminal victimization has shifted 
to include the virtual world. Thus, fear of crime is no longer restricted to physical space but has expanded 
to include virtual spaces.
 We hypothesized that higher levels of engagement on SNS, which indicates greater exposure to risk, 
would increase fear of crime on SNS. In addition, we included victimization experiences as a mediator be-
tween exposure to crime and fear of crime on SNS, hypothesizing that prior victimization increases levels of 
fear more than engagement alone. We controlled the effects of social and demographic characteristics, such 
as age and gender, to examine the vulnerability and victimization model’s general mechanism. Prior re-
search has not devoted significant attention to the fear of cybercrime victimization. The current study con-
tributes to the study of cybercrime by examining fear of victimization on SNS using a nationally represen-
tative sample of South Korean residents. Several important findings are discussed.
 First, our analyses indicated that the level of engagement on SNS had a positive effect on victimization 
and the fear of victimization on SNS. Thus, respondents with a greater number of SNS accounts reported 
higher levels of victimization and higher levels of fear of crime on SNS. Although these findings were con-
sistent with our hypotheses, few studies have found empirical evidence to support this association. For in-
stance, a study on the relationship between SNS usage time and the fear of crime on SNS showed that us-
age time had no significant effect on the fear of victimization or victimization experiences (Lee et al., 2019). 
However, Lee and colleagues’ measure of exposure to risk on SNS, time spent on SNS or duration of expo-
sure, differed from our measure, i.e., the number of accounts or extent of exposure, suggesting that differ-
ent forms of risk exposure can influence the fear of crime. The inconsistency in findings may be attributable 
to the differences in measures—the extent of SNS usage (i.e., using various accounts and SNS sites) versus 
the duration (i.e., spending more time on SNS). More detailed research is needed to investigate the extent 
of SNS usage. For example, future studies can examine the number of accounts on one SNS site or count 
the number of sites a respondent uses.
 Second, experiences of victimization on SNS significantly affected the fear of victimization. This rela-
tionship between victimization experiences and the fear of crime was in line with many previous studies. 
However, less is known regarding cybercrime specifically. Though this study discovered that such a rela-
tionship could be extended to crime on SNS, there is still a need to specify the type of cybercrime on SNS 
sites. Similar to other offline crimes, cybercrime on SNS can have various components. For instance, cyber-
bullying on SNS sites involves an interpersonal component, while hacking or identity theft does not require 
interpersonal contact (Virtanen, 2017). Since different crime components have different impacts on the fear 
of crime (Skogan & Maxfield, 1981), the effect sizes in this association can differ based on the types or com-
ponents of crime the respondents experienced.
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 Finally, victimization experiences mediated the relationship between the level of SNS engagement and 
the fear of victimization on SNS. All three paths were significant and in the expected direction. We con-
cluded that higher levels of engagement on SNS are associated with a greater number of victimization ex-
periences, resulting in increased fear of crime on SNS. Effect sizes further demonstrated that the direct 
effects of the level of engagement on fear of victimization were greater than were prior victimization expe-
riences. This result is interesting since one would expect prior victimization experiences to increase levels 
of fear more so than level of engagement on SNS. It is possible that the timing of the victimization experi-
ence might have impacted the effect size. Analyzing the data that specified conditions would help examine 
the mechanism beyond the present findings. It is also possible that individuals are more afraid of situations 
they are aware of, e.g., “I know that cyberbullying occurs on SNS,” but have never experienced, e.g., “I have 
never been a victim of cyberbullying.” For instance, Hirtenlehner (2008) suggested that the fear of crime 
projects general anxieties that are brought on from social changes. He explained that such feelings from the 
uncertainties are diffused to crime, which makes the fear of crime reflect a feeling of insecurity. Additional-




 The current study started with an idea that SNS users are not aware of how much information they are 
providing when they activate an account. Activating an account on SNS requires users to upload personally 
identifying information such as their date of birth, phone number, email address, relationship status, and 
other information such as political views. When this information is combined with the content that the user 
has read or liked online, the user’s job or physical address, which he or she has never submitted to the site, 
can be determined. Creating multiple accounts across SNS, can increase exponentially the user’s exposure 
to risk of victimization by motivated offenders who seek criminal opportunities online. However, many SNS 
users are unaware of how much information they actually provide when they activate an account (Acquisti 
et al., 2015; Obar & Oeldorf-Hirsch, 2020; Perrin, 2018; Smith, 2018). 
 The results of our study showed that high engagement in SNS sites by creating multiple accounts in-
creased the fear of cybercrime via victimization experiences. Understanding fear of crime is important as 
research has demonstrated that the fear of crime can have harmful effects on people’s physical and men-
tal health (Pearson & Breetzke, 2014). According to Yoon and Park (2014), when people experience victim-
ization on SNS, they often wonder “where, again, the personal information leak happened” (p. 173). These 
questions suggest that SNS users are vulnerable to cybercrime and that SNS providers provide insufficient 
protection.
 Although users give permission to SNS providers to keep their data, users often do not know how these 
data are managed. Butler et al. (2011) pointed out that users are unaware of the changes in privacy policies 
and how they may affect their settings in SNSs. Policies that require stricter limits among SNS providers 
on collecting personal data and greater transparency in using personal data should be implemented to re-
duce users’ risk of exposure on SNS. In particular, the policies should urge SNS providers to 1) give “expo-
sure awareness” to the users and 2) allow users to easily make decisions regarding their personal informa-
tion and the use of this information (Kapadia & Lee, 2016).
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       Policies that strengthen the security of personal information and the safety of users in online platforms 
should reduce various forms of cybercrime. In addition, these policies may also lessen the fear of victimiza-
tion. Reducing fear of crime has led to changes in the routine activities of residents in some communities 
leading them to socialize and interact in public spaces (Lee et al., 2016; Kaplan & Chalfin, 2021). In theory, 
changes to online platforms should reduce the fear of online victimization and help foster the participation 
of people in online spaces.
Limitations and Future Research
 We acknowledge several limitations in our study. First, although this study used a probability sam-
pling method to acquire generalizability within South Korea, this sample does not reflect the populations of 
other countries. Second, temporal issues arise with the nature of cross-sectional data. While our hypotheses 
are theoretically grounded and empirically supported by the literature on cybercrime, we cannot determine 
the direction of causality between SNS engagement level, victimization experiences, and fear of cybercrime. 
Longitudinal investigations are needed to clarify such associations. Third, previous studies have demon-
strated several ways to measure the exposure to risk (e.g., amount of time spent on SNSs); thus, we cannot 
be certain our measure is best. Future research should assess how measures of the concepts identified in 
routine activities theory are operationalized.
Conclusion
 In this paper, we employed the routine activities theory to examine empirically how engagement with 
SNSs via the creation of multiple accounts is related to the fear of cybercrime and whether the relationship 
is mediated by victimization experiences on SNSs. The main findings indicated that the level of engagement 
in SNSs directly affected the victimization experience. In addition, the association between the level of en-
gagement in SNSs and the fear of victimization on SNSs was significantly mediated via prior victimization 
experiences on SNSs. The results suggest that it is important not only to study the various types of crimes 
in cyberspace, but also to focus on the exposure to risk and the potential effects of victimization. Consider-
ing the significant role SNSs play in social activities and relationships, the findings are important for un-
derstanding how victimization impacts fear and may help to inform policymakers on how to help people 
stay engaged in a safer online environment.
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